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DETAILED ACTION 

Title 

1. The title of the invention is not descriptive. A new title is required that is clearly 
indicative of the invention to which the claims are directed. 

Claim Rejections - 35 USC §102 

2. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the 
basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 122(b), by another filed 
in the United States before the invention by the applicant for patent or (2) a patent granted on an application for 
patent by another filed in the United States before the invention by the applicant for patent, except that an 
international application filed under the treaty defined in section 351(a) shall have the effects for purposes of this 
subsection of an application filed in the United States only if the international application designated the United 
States and was published under Article 21(2) of such treaty in the English language. 

3. Claims rejected under 35 U.S.C. 102(e) as being anticipated by Tummala et al. (U.S. 
6,915,345). 

Tummala et al. teaches claims : 

1. A mobile communication system, comprising: 

a mobile node device according to Mobile IP protocol; (col.3, line 35-col.4, line 43) 
an AAAH server device according to a prescribed AAA protocol which is provided at a home 
network of the mobile node device, for supporting an authentication and accounting service with 
respect to packet communications by the mobile node device; (310) 

the mobile node device having a transmission unit configured to transmit an 
authentication and accounting request for requesting a desired accounting service at the AAAH 
server device; and the AAAH server device having: an information recording unit configured to 
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record communication fee information regarding a communication fee to be charged to a user of 
the mobile node device; and (“AAA server will also provide the accounting function including 
tracking usage and charges for use of transmissions links between administrative domains.”) 

a processing unit configured to carry out authentication and accounting processes for the 
packet communications by the mobile node device according to the communication fee 
information, and a processing for providing the desired accounting service according to the 
authentication and accounting request which is received from the mobile node device when it is 
judged that authentication succeeded according to authentication information contained in the 
authentication and accounting request. (1010,1012. 1022) 

2. The mobile communication system of claim 1, wherein the processing unit of the AAAH 
server device is operated such that, when the desired accounting service is a processing for 
transferring a charged amount to be paid to another party by the user of the mobile node device 
to the communication fee of the user of the mobile node device, the communication fee 
information is recorded in the information recording unit according to the charged amount. 

(col.5, line 34-col.6, line 11) 

3. The mobile communication system of claim 2, wherein the processing unit also carries out a 
procedure for paying the charged amount to said another party when the desired accounting 
service is a payment of the charged amount to said another party. (Broker AAA Servers; col.9, 
line 66-col. 10, line 36) 
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4. The mobile communication system of claim 2, wherein the processing unit of the AAAH 
server device is operated such that, when the desired accounting service is the processing for 
transferring the charged amount to be paid to said another party by the user of the mobile node 
device to the communication fee of the user of the mobile node device, the processing unit 
notifies information regarding the authentication and accounting request from the mobile node 
device to another AAA server device for supporting the authentication and accounting service 
with respect to a mobile node of said another party, (accounting servers) 

5. The mobile communication system of claim 2, wherein the processing unit of the AAAH 
server device is operated such that, when the desired accounting service is acquisition of a 
charged amount information regarding the charged amount to be paid to said another party by the 
user of the mobile node device, the processing unit acquires the charged amount information 
from a device providing the charged amount information and transfers the charged amount 
information to the mobile node device. (“AAA servers on the home and foreign network will 
perform the AAA activities. Security concerns arise in the mobile communications systems with 
multiple administrative domains because authorized users are subject to the following forms of 
attack: (1) session stealing where a hostile node hijacks the network session from mobile node by 
redirecting information packets, (2) spoofing where the identity of an authorized user is utilized 
in an unauthorized manner to obtain access to the network, and (3) eavesdropping and stealing of 
information during a session with an authorized user. Authentication is the process of proving 
someone's claimed identity, and security systems on a mobile IP network will often require 
authentication of the system user's identity before authorizing a requested activity. The AAA 
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server authenticates the identity of an authorized user, and authorizes the Mobile Node's 
requested activity. Additionally, the AAA server will also provide the accounting function 
including tracking usage and charges for use of transmissions links between administrative 
domains.”) 

6. The mobile communication system of claim 1, further comprising: an AAAF server device 
according to the prescribed AAA protocol which is provided at a visited network of the mobile 
node device, for supporting the authentication and accounting service with respect to packet 
communications by the mobile node device, the AAAF server device (340) having a 
transmission unit configured to transmit another authentication and accounting request for 
requesting an accounting (349) with respect to the packet communications by the mobile node 
device that has moved to the visited network; wherein the processing unit of the AAAH server 
device is operated such that, when said another authentication and accounting request is received 
from the AAAF server device and it is judged that authentication succeeded according to an 
authentication information contained in said another authentication and accounting request, the 
communication fee information is recorded in the information recording unit according to 
information regarding the accounting contained in said another authentication and accounting 
request, (col.5, line 34-col. 7, line 4) 

7. A mobile node device according to Mobile IP protocol, comprising: a Mobile IP processing 
unit configured to carry out a procedure for receiving a packet transfer service according to the 
Mobile IP by a home agent device provided at a home network of the mobile node device and a 
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foreign agent device provided at a visited network of the mobile node device; and an AAA 
processing unit configured to carry out a procedure for receiving a desired accounting service, 
with respect to an AAAH server device according to a prescribed AAA protocol which is 
provided at the home network for managing information regarding a communication fee of the 
mobile node device, while receiving the packet transfer service at the Mobile IP processing unit, 
(claim 7 is similarly rejected as in claim 1) 

8. The mobile node device of claim 7, wherein the AAA processing unit carries out a procedure 
for requesting transfer of a charged amount to be paid to another party by a user of the mobile 
node device to the communication fee of the user of the mobile node device, (col.5, line 34-col.6, 
line 11) 

9. The mobile node device of claim 8, wherein the processing unit carries out a procedure for 
requesting payment of the charged amount to said another party. (375) 

10. The mobile node device of claim 8, wherein the processing unit carries out a procedure for 
requesting acquisition of a charged amount information regarding the charged amount to be paid 
to said another party by the user of the mobile node device, (claim 10 is similarly rejected as in 
claims 1-6) 

11. An AAAH server device according to a prescribed AAA protocol which is provided at a 
home network of a mobile node device according to Mobile IP protocol in a mobile 
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communication system, for supporting an authentication and accounting service with respect to 
packet communications by the mobile node device, the AAAH server device comprising: an 
information recording unit configured to record communication fee information regarding a 
communication fee to be charged to a user of the mobile node device; and a processing unit 
configured to carry out authentication and accounting processes for the packet communications 
by the mobile node device according to the communication fee information, and a procedure for 
providing a desired accounting service according to an authentication and accounting request 
which is received from the mobile node device when it is judged that authentication succeeded 
according to authentication information contained in the authentication and accounting request, 
(claim 11 is similarly rejected as in claim 1) 

12. The AAAH server device of claim 11, wherein the processing unit is operated such that, 
when the desired accounting service is a processing for transferring a charged amount to be paid 
to another party by the user of the mobile node device to the communication fee of the user of 
the mobile node device, the communication fee information is recorded in the information 
recording unit according to the charged amount, (claim 12 is similarly rejected as in claims 1-6) 


i 

13. The AAAH server device of claim 12, wherein the processing unit also carries out a 
procedure for paying the charged amount to said another party when the desired accounting 
service is a payment of the charged amount to said another party, (claim 13 is similarly rejected 
as in claims 1-6) 
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14. The AAAH server device of claim 12, wherein the processing unit is operated such that, 
when the desired accounting service is the processing for transferring the charged amount to be 
paid to said another party by the user of the mobile node device to the communication fee of the 
user of the mobile node device, the processing unit notifies information regarding the 
authentication and accounting request from the mobile node device to another AAA server 
device for supporting the authentication and accounting service with respect to a mobile node of 
said another party, (claim 14 is similarly rejected as in claims 1-6) 

15. The AAAH server device of claim 12, wherein the processing unit is operated such that, 
when the desired accounting service is acquisition of a charged amount information regarding 
the charged amount to be paid to said another party by the user of the mobile node device, the 
processing unit acquires the charged amount information from a device providing the charged 
amount information and transfers the charged amount information to the mobile node device, 
(claim 15 is similarly rejected as in claims 1-6) 

16. The AAAH server device of claim 11, wherein the mobile communication system has an 
AAAF server device according to the prescribed AAA protocol which is provided at a visited 
network of the mobile node device, for supporting the authentication and accounting service with 
respect to packet communications by the mobile node device and transmitting another 
authentication and accounting request for requesting an accounting with respect to the packet 
communications by the mobile node device that has moved to the visited network; and the 
processing unit is operated such that, when said another authentication and accounting request is 
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received from the AAAF server device and it is judged that authentication succeeded according 
to an authentication information contained in said another authentication and accounting request, 
the communication fee information is recorded in the information recording unit according to 
information regarding accounting contained in said another authentication and accounting 
request, (claim 16 is similarly rejected as in claims 1-6) 

17. A method for receiving an authentication and accounting service at a mobile node device 
according to Mobile IP protocol, the method comprising: carrying out a procedure for receiving a 
packet transfer service according to the Mobile IP by a home agent device provided at a home 
network of the mobile node device and a foreign agent device provided at a visited network of 
the mobile node device; and carrying out a procedure for receiving a service of a desired 
accounting service, with respect to an AAAH server device according to a prescribed AAA 
protocol which is provided at the home network for managing information regarding a 
communication fee of the mobile node device, while receiving the packet transfer service, (claim 
17 is similarly rejected as in claim 1) 

18. A method for providing an authentication and accounting service at an AAAH server device 
according to a prescribed AAA protocol which is provided at a home network of a mobile node 
device according to Mobile IP protocol in a mobile communication system, for supporting an 
authentication and accounting service with respect to packet communications by the mobile node 
device, the method comprising: recording communication fee information regarding a 
communication fee to be charged to a user of the mobile node device; and carrying out 
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authentication and accounting processes for the packet communications by the mobile node 
device according to the communication fee information, and a procedure for providing a desired 
accounting service according to an authentication and accounting request which is received from 
the mobile node device when it is judged that authentication succeeded according to 
authentication information contained in the authentication and accounting request, (claim 18 is 
similarly rejected as in claim 1) 

19. A method for providing a mobile node device information, comprising: notifying information 
indicating a state of a mobile node device according to Mobile IP protocol from a prescribed 
server device which detected the state of the mobile node device to a WWW server device for 
providing information of the mobile node device; and updating a display format of a prescribed 
display content corresponding to the mobile node device to a new display format corresponding 
to a notified state at a WWW page (335) corresponding to the mobile node device provided by 
the WWW server device upon receiving the information indicating the state of the mobile node 
device, (claim 10 is similarly rejected as in claim 1) 

20. A method for confirming a correspondent terminal, comprising: transmitting a confirmation 
request from a first terminal device to a second terminal device which is a mobile node device 
according to Mobile IP protocol, before carrying out a call setup procedure from the first 
terminal device with respect to the second terminal device, the confirmation request containing 
an identification information including a host name or a set of a host name and a user name of 
the second terminal device as recognized by the first terminal device; comparing the 
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identification information contained in the confirmation request with an actual identification 
information including an actual host name or a set of an actual host name and an actual user 
name of the second terminal device, at the second terminal device upon receiving the 
confirmation request, and returning an affirmative response when the identification information 
contained in the confirmation request coincides with the actual identification information of the 
second terminal device or a negative response when the identification information contained in 
the confirmation request does not coincide with the actual identification information of the 
second terminal device, from the second terminal device to the first terminal device; and carrying 
out the call setup procedure from the first terminal device with respect to the second terminal 
device when the affirmative response from the second terminal device is received at the first 
terminal device. (“Broker AAA Servers Establishing multiple SLAs among multiple service 
providers and networks increases the management complexity of the system. In order to reduce 
this management complexity and allow large-scale roaming among different networks, Broker 
AAA Servers can be established to provide a common support platform for multiple SLAs. The 
Broker AAA Server essentially becomes a consortium of SLAs from various networks, and 
Mobile Nodes need only have a relationship with a single SLA maintained by an Broker AAA 
Server to acquire indirect access to other SLAs through the reciprocal agreements with other 
SLAs maintained by the Broker AAA Server (and indirectly other Broker AAA Servers). By 
allowing access to all SLAs in a network, the Mobile Node can roam throughout the networks 
without having to establish independent relationships with the other SLAs. In FIG. 4, the home 
network 310 supports a secure messaging gateway 315 having an AAA server 317 and firewall 
319. The secure messaging gateway 315 is coupled to the home network common buss line 320 
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via communication link 322. The home network 310 has a home agent 328 that is coupled to the 
home network communication buss 320 via communication link 324. The home network 310 is 
coupled to the public Internet 335 via communication link 330. The foreign network 340 
supports a secure messaging gateway 345 having an AAA server 349 and firewall 347. The 
secure messaging gateway 345 is coupled to the home network common buss line 350 via 
communication link 352. The foreign network 340 has a foreign agent 358 that is coupled to the 
foreign network communication buss 350 via communication link 354. The foreign network 340 
is coupled to the public Internet 335 via communication link 337. The Mobile Node 364 
communicates with the network via the cellular transceiver 360 (or any other type of Access 
Network coupled to the foreign network 340), which is coupled to the Foreign Agent 358 via 
communication link 362. After moving to the foreign network 340 or upon power-up at that 
network and under the condition that no SLA exists between the foreign network 340 and the 
home network 310, the Mobile Node 364 will first send a registration request message to the 
Foreign Agent 358. The registration request and response may be sent initially in the clear to < 
establish the relationship, but the registration request and response must be re-established later in 
a secure connection. In order to establish this secure connection, the Foreign Agent 358 forwards 
the registration request to the foreign AAA server 349, and the AAA server 349 looks at the 
address of the mobile node 364 from the registration request to confirm whether an SLA exists 
between the home network 310 and the foreign network 340. Thereafter, any registration 
requests and responses are established using the secure connection established initially according 
to the procedure described above. After confirming that no SLA exists between the home 
network 310 and foreign network 340, the AAA server 349 consults with the Broker AAA 
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Server 375 in communication 380. The communication 380 includes a Domain Discovery 
Request (DDR) message which requests the Broker AAA Server for the identification of the 
target domain system. If the Broker AAA Server 375 is associated with the home network 310, 
the Broker AAA Server 375 sends a response 385 to the AAA server 349. The response 385 
includes a Domain Discovery Answer (DDA) message that has a security mechanism generated 
to establish the SLA between the foreign and home networks.”) 


4. Any inquiry concerning this communication or earlier communications'from the 
examiner should be directed to Jeffrey C. Pwu whose telephone number is 571-272-6798. If 
attempts to reach the examiner by telephone are unsuccessful, the examiner’s supervisor, David 
Wiley can be reached on 571-272-3923. The fax phone number for the organization where this 
application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). 
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